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The National Nuclear Security Administration Office of the Associate  
Administrator for Information Management and Chief Information Officer  
(NNSA OCIO) Strategic Implementation Plan establishes an effective approach 
for information technology (IT) and cybersecurity service delivery which  
focuses on management of technology that collects, stores, transports, displays, 
secures, analyzes, and disseminates information in execution of the National 
Nuclear Security Administration (NNSA) mission.  Customers from headquarters 
and our field offices require us to deliver timely, reliable, and effective IT and 
cyber solutions.  As a support organization, we must focus on understanding 
mission information needs as well as providing concise solutions and actionable  
information to those carrying out the mission of NNSA.  During my tenure as the 
NNSA Chief Information Officer (CIO), I envision an improved and more agile IT 
and cybersecurity environment that will better serve and secure an increasingly 
active and collaborative Nuclear Security Enterprise (NSE).  By taking an  
enterprise approach to improving strategic processes, implementing tactical 
activities, and applying new technologies, we will increase efficiencies, reduce 
redundancies, and have closer alignment of mission activities to the mission 
owners.  We will accomplish this through careful planning and cooperation with 
our leadership, customers, and stakeholders.

Message from the Associate Administrator  
for Information Management and  
Chief Information Officer 

Wayne Jones
NNSA Associate Administrator for Information Management  
and Chief Information Officer
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NNSA OCIO Vision Statement

As a partner to the Nuclear Security Enterprise, we will drive innovation and ensure the delivery 
of a secure, agile, risk-informed, and cost-effective suite of IT and Cybersecurity resources that are 
responsive to the mission needs of the agency.

NNSA OCIO Mission Statement

The mission of the Office of the Associate Administrator for Information Management is to  
effectively execute and govern the complex and dynamic program of value-added, mission-   
enabling secure services that span both classified and unclassified environments across  
Headquarters, National Labs, Plants, and Field Offices.  Due to the mission area of this agency, we 
take a risk management approach to developing IT applications and networks to ensure that cyber 
security is embedded in the IT fabric of the agency.  Using an effective mix of technology, policy, 
and risk management practices will enable us to enhance the information management of the 
Nuclear Security Enterprise and ensure its security.

“We can’t solve problems by using the same kind of  
thinking we used when we created them.’’   
             -Albert Einstein

The Strategic Implementation Plan for the NNSA Office of the Associate  
Administrator for Information Management and Chief Information Officer  
focuses on supporting the NNSA mission, goals, and priorities with  
effective and responsive IT and cybersecurity solutions.  This plan is firmly 
grounded in practical principles that will be implemented on current and future 
projects and programs.  This plan is designed to be aspirational and challenging 
in order to push NNSA OCIO to be forward-thinking.  This Strategic  
Implementation Plan has a three-year planning horizon and will be revisited 
annually.  Regular reviews and updates will reflect the need for NNSA to keep up 
with the ever-changing IT and cybersecurity landscape and respond rapidly to 
the evolving imperatives of national security.

This plan is aligned with the U.S. Department of Energy National Nuclear  
Security Administration Enterprise Strategic Vision (August 2015)¹ and Prevent, 
Counter, and Respond-A Strategic Plan to Reduce Global Nuclear Threats (FY 
2016-FY 2020)².  It is enabled by the important crosscutting activities of  
advancing science, technology, and engineering; supporting our people and 
modernizing our infrastructure; and developing a management culture that  

Introduction

¹ DOE NNSA Enterprise Strategic Vision can be found at  
http://nnsa.energy.gov/sites/default/files/nnsa/inlinefiles/Strategic_Vision_2015_8-21_screen%20quality.pdf
² Prevent, Counter, and Respond-A Strategic Plan to Reduce Global Nuclear Threats (FY 2016-FY 2020) can be found at  
https://nnsa.energy.gov/aboutus/ourprograms/dnn/npcr
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mapped directly to the US Department of Energy (DOE) Cyber Strategy³ and the 
Department’s Sustainability Performance Plan⁴.  The major components of this 
Plan include an IT strategic direction, guiding principles, goals, objectives, and 
key performance indicators to guide the next steps toward accomplishing this 
vision.  To ensure accountability and progress, activities will be monitored and 
updated through the NNSA OCIO policy and governance model.  IT and  
cybersecurity investments will be adjusted as necessary to ensure that they are 
on track toward the accomplishment of the NNSA’s strategic vision, mission,  
and goals.

IT and cybersecurity have become ubiquitous with the functions of everyday 
business so much so that areas historically untouched by either, now demand 
their benefits to remain competitive.  This trend is expected to continue, as the 
Federal Government mandates that agencies automate and reshape the way 
services are provided to the taxpayer and to other governmental agencies.   
Today, the efficient and effective management of IT and cybersecurity is one of 
the most crucial factors in supporting the NNSA enterprise.

The highly complex and global nature of the NNSA enterprise coupled with  
limited resources makes it critically important that information and  
information assets are secured, managed, and protected using a  
risk-management approach.  NNSA OCIO leadership recognizes that well   
informed management decisions require a systematic understanding of the 
risks inherent in the use of information systems, thus it is vital to ensure the 
information systems are properly protected.  A flexible, comprehensive Risk 
Management Program promoting risk-informed decision-making, and providing 
approaches and methodologies to conduct risk management activities, will  
ensure that information security considerations are integrated into the  
enterprise architecture and business processes of the entire organization.   
The full integration of management processes organization-wide will reduce  
risk—providing greater degrees of security, privacy, reliability, and cost  
effectiveness for core missions and business functions.

Core Values

As we implement this plan, the NNSA OCIO will strive to embody the following 
core values in all that we do.  Each of these core values will ensure that we are 
placing priority on the NNSA mission and the overall health of the NSE.

³ DOE Cyber Strategy can be found at http://energy.gov/cio/downloads/doe-cyber-strategy-0
⁴ 2015 DOE Sustainability Performance Plan can be found at  
http://www.energy.gov/management/spo/downloads/2015-strategic-sustainability-performance-plan
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Strategic Principles

NNSA OCIO has six strategic principles to support achievement of the  
administration's mission to maintain and enhance the safety, security, and  
effectiveness of the U.S. nuclear weapons stockpile.  These priorities will  
provide tangible and actionable structure to produce results and achieve  
desired outcomes.

Principle 1
Align investments with mission 
needs and business priorities.

Principle 2
Simplify and unify Information 
Technology and Cybersecurity 
through innovative business  
driven solutions.

Principle 3
Optimize the use and value of 
Information Technology to drive 
organizational efficiencies.

Principle 4
Secure the enterprise information 
infrastructure, critical assets, and  
capabilities through robust and  
proactive cybersecurity.

Principle 5
Enable the exchange of information as  
a strategic asset for decision makers.

Principle 6
Invest in employee development to  
cultivate a high-performing workforce 
that will support NNSA's mission today 
and into the future.

“Our program must provide unified support across 
our three geographic locations and align efforts to 
enable the nuclear security enterprise mission.’’   
             -Wayne Jones
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1.1 Mission Context

NNSA is responsible for managing the full lifecycle of the nuclear stockpile and 
ensuring nuclear security goals.  To accomplish this, the enterprise requires an IT 
program that enables those activities.  NNSA OCIO must provide a set of IT  
capabilities that enable the mission to increase organizational efficiency, protect 
classified and unclassified information assets, enhance communication with  
internal and external partners, ensure continuous monitoring, and support  
effective incident response.  To effectively achieve this, NNSA OCIO has  
implemented an organizational structure that supports four main functions 
under two organizations: Policy, Governance, IT, and Cybersecurity Operations. 
(See table 1)

The Office of Policy and Governance enables efficient and effective execution 
of OCIO functions by providing contracting, budgeting, and policy activities to 
support core business processes and achieve organizational goals.

The Office of IT and Cybersecurity Operations directs the implementation and 
maintenance of cybersecurity and IT assets within the NNSA classified and  
unclassified domains.  The office provides NNSA with comprehensive  
information assurance, an appropriate enterprise cybersecurity posture,  
and assists with the detection, analysis, and mitigation of cybersecurity threats 
and incidents.

1. An Enterprise Approach

Table 1 - NNSA OCIO main 
functions: Policy and  
Governance, and IT and  
Cybersecurity Operations
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1.2 Mission Success

The mission of the NNSA is vital to national security.  Therefore, the NNSA OCIO 
must prioritize delivering IT and cybersecurity solutions that effectively enable 
and secure that mission.  The NNSA OCIO must demonstrate appropriate  
protection of all IT assets that support the NNSA mission including both the  
prevention of incidents that aim to harm and the mitigation of all attempts.   
In the current cyber climate, it is key that NNSA maintain the public's confidence 
in the ability to protect agency assets from threats, and demonstrate dedication 
to security and due diligence.  This is accomplished not just through established 
cyber defense and continuous monitoring, but also through accurate and timely  
reporting to the Department, Congress, and Office of Management and  
Budget (OMB). 

1.3 Mission Alignment

The NNSA mission space is linked to the Department of Energy and its programs. 
Because of this, the NNSA OCIO Strategic Plan has been developed in alignment 
with the following plans and documents:

• DOE Secretary's Plan

• DOE Information Resources Management Strategic Plan

• DOE Cyber Strategy

• DOE Sustainability Performance Plan

• DOE NNSA Enterprise Strategic Vision

• Prevent, Counter, and Respond-A Strategic Plan to Reduce Global  
Nuclear Threats

• Stockpile Stewardship Management Plan

• Emergency Response Plan 

Ensuring that the plan is aligned with these documents and strategies helps 
NNSA OCIO remain connected to the DOE while meeting NNSA mission  
requirements and delivering value to the NSE.
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2.1 Principles, Goals, Key Performance  
Indicators, and Objectives

NNSA OCIO has six IT principles to support achievement of the administration's 
mission and vision.  These principles provide tangible and actionable structure 
to produce results and achieve desired outcomes.  To align the principles to the 
desired outcomes, NNSA OCIO developed goals, key performance indicators, 
and objectives to make investment decisions reasonable, defensible, and  
consistently applied throughout the enterprise.

Principle 1: Align investments with mission and  
business priorities

Goal 1:  Maintain alignment between Program IT investment and  
NNSA Priorities

Key Performance Indicator:

Assessment of investments through governance and oversight

Objectives:

• Create an inclusive governance process to facilitate the representation of 
mission interests

• Use Portfolio Stat⁵ and Tech Stat⁶ reviews to determine an IT investment's 
compliance with scope, schedule, and budget parameters

• Implement FITARA process to approve, track, and report all IT investments 
for the NSE

• Update IT policy and regulations to make guidance actionable and  
persistently relevant

 
Goal 2:  Strengthen partnerships with mission owners

Key Performance Indicator:

Assessment of engagements with mission owners and overall impact on the 
Capital Planning and Investment Control (CPIC) results

Objectives:

• Ensure availability of systems and networks that enable NNSA to manage the 
full lifecycle of the nuclear stockpile at all levels

2. Information Technology & Cybersecurity 
    Management

⁵  Portfolio Stat can be found at: https://cio.gov/drivingvalue/portfoliostat/
⁶  Tech Stat can be found at: https://cio.gov/drivingvalue/techstat/
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• Engage mission owners in strategic IT planning to ensure mission needs  
are met

• Inform mission owners of the benefits of leveraging shared solutions

Goal 3:  Manage NNSA IT funding

Key Performance Indicator:

Assessment of the execution of our Program spend plan to ensure the use of 
short-term and long-term planning to define Program requirements are aligned 
with funding

Objectives:

• Apply a standardized and rigorous framework to measure IT investments 
through the Requirements Oversight Committee (ROC) process

• Perform formal governance gate reviews of IT investments to determine the 
optimum path forward or termination of an investment

Principle 2: Enable innovative business-driven solutions by  
simplifying and unifying Information Technology  
and Cybersecurity

Goal 1:  Enhance delivery of cloud-based technologies and services

Key Performance Indicator:

Assessment of the usage and diversity of cloud-based services

Objectives:

• Broker Software as a Service (Saas) offerings, which are fedRAMP accredited 
as a first choice to meet customer requirements to decrease operational 
costs and improve delivery time

• Utilize Platform as a Service (PaaS), as a second choice to meet customer 
requirements, to create efficiencies and gain economies of scale

• Build Infrastructure as a Service (laaS) as the hosting platform of choice to 
lower operating costs of legacy solutions

• Expand storage capacity on cloud services to improve service offerings 

Goal 2:  Improve interoperability by enhancing enterprise architecture, 
policy, and standards

Key Performance Indicator:

Assessment of the service delivery to the NNSA enterprise
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Objectives:

• Collaborate with other NNSA Program offices to advise mission and business 
owners about how to leverage IT to accomplish their objectives

• Develop an Enterprise Architecture Plan for NNSA OCIO to map IT projects to 
the NNSA budget planning process

• Document the current and define the future enterprise architecture to set 
direction for IT modernization

• Define technical and data standards to achieve enterprise interoperability

• Define standards necessary to modernize existing applications, networks, 
and system services to enable our mobile user workforce

Principle 3: Optimize the use and value of  
Information Technology

Goal 1:  Promote shared service solutions

Key Performance Indicator:

Assessment of shared services/strategic sourcing solutions

Objectives:

• Implement a “shared first” approach when acquiring new products  
and services

• Use Enterprise Architecture to identify opportunities for strategic sourcing 
and to consolidate duplicative systems

• Continue to evaluate existing distributed IT commodity services to identify 
opportunities for consolidated enterprise solutions

Goal 2:  Create new capacity through an interoperable network of  
DOE/NNSA environments that will achieve enhanced performance  
of IT solutions

Key Performance Indicator:

Assessment of the development and usage of new capacity internal and  
external to DOE/NNSA

Objectives:

• In support of Federal Data Center Consolidation Initiative (FDCCI) we will 
work to consolidate and shut down non-core data centers

• Modernize current services, capitalizing on Saas, PaaS, and laaS to increase 
performance and availability, and reduce operating costs

• Enable the secure delivery of underlying infrastructure (laaS), platform 
(PaaS), and software (SaaS) cloud services

• Leverage new network paths and secure data transfer technologies to  
increase information flow, integrate sites and operating environments
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Goal 3:  Optimize IT resources through policy and strategic planning

Key Performance Indicator:

Assessment of policy relevance and correlation with laws, regulations,  
initiatives, compliance risk assessments, and corrective actions

Objectives:

• Enhance the electronic tools (i.e. workflow, records management) used  
to standardize and automate departmental policy systems and  
approval processes

• Coordinate strategic and tactical planning activities to ensure the integration, 
coordination, and effective deployment of IT solutions

Goal 4:  Modernize software development and delivery

Key Performance Indicator:

Decrease time to production deployment and decrease cost of maintenance

Objectives:

• Develop a modern software delivery architecture plan before creating the 
laaS application hosting environment

• Adopt an application programming interface (APl)-first approach, and  
develop the enterprise as a platform

• Explore lighter-weight platforms, including containers and micro-services to 
increase a team’s ability to adapt and respond to change

• Automate the testing and release pipeline, strive for a continuous  
delivery mindset to remove the potential for error, and give flexibility to  
perform tasks frequently and virtually cost free 

Principle 4: Secure the enterprise information infrastructure, 
critical assets, and capabilities

Goal 1:  Fulfill security requirements by establishing and delivering  
standards and expectations for cybersecurity

Key Performance Indicator:

Assessment of cyber incident, response, and mitigation

Objectives:

• Implement a comprehensive Cybersecurity Risk-Based Program Plan to  
provide direction to NNSA cyber defenders and IT professionals

• Implement cybersecurity measures to harden the infrastructure and  
network environments

• Design cybersecurity requirements and solutions to ensure appropriate  
deployment and adequate protection of information and information assets
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• Ensure our workforce is aware and informed on the latest cybersecurity 
threats and the appropriate methods to ward against attacks 

Goal 2:  Develop a cybersecurity health dashboard

Key Performance Indicator:

Federal Information Security Management Act (FISMA) Scorecard rating

Objectives:

• Apply a suite of program metrics and key performance indicators to  
adequately meet FISMA requirements

• Construct a cybersecurity dashboard using existing models and best  
practices to measure performance

Principle 5: Enable the exchange of information as a strategic 
asset for decision makers

Goal 1:  Provide mobile workforce with information that is available 
across multiple devices

Key Performance Indicator:

Access to mobile solutions

Objectives:

• Optimize digital services, to include the information, platform, and  
presentation layers for mobile use through an NNSA-wide virtual  
desktop infrastructure to further mobilize staff

• Implement secure mobile access controls based on approved credentials to 
provide access to information anytime, anywhere

Goal 2:  Develop, implement, and institutionalize an NNSA managed 
service delivery strategy

Key Performance Indicator:

Assessment and improvement of digital services that are information- and  
customer-centric

Objectives:

• Ensure that data is available, accurate, clearly described, structured, and 
optimized for customers to access on the go

• Develop additional guidance through policy to address open data, digital  
signatures, performance and customer satisfaction measurement, and  
mobile optimization

• Establish more agile acquisition and budget processes to support the  
procurement and management of digital technologies 
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Principle 6: Invest in employee development to cultivate a 
high-performing workforce that will support NNSA’s mission 
today and into the future

Goal 1:  Improve leadership skills and management competencies of the 
IT and Cyber workforce

Key Performance Indicator:

Assessment of leadership competencies of the IT and Cyber workforce

Objectives:

• Establish a mandatory supervisory curriculum that provides guidance for 
new and seasoned supervisors to ensure that managers are educated and 
prepared to lead

• Develop succession plans for current leadership positions to ensure  
continuity of operations

• Establish a mentoring program to facilitate knowledge sharing between  
seasoned and emerging leaders 

Goal 2:  Develop a professional Program/Project Manager workforce

Key Performance Indicator:

Increase percentage of projects and investments with dedicated certified  
program/project managers

Objectives:

• Create a comprehensive IT/Cyber Program Management Certification  
Training Program to ensure our staff is highly trained and prepared

• Develop a career roadmap for IT/Cyber professionals to clearly represent  
paths to success

• Generate specific program/project management competency notes and  
materials to document processes

• Provide a set of IT tools that enables the program/project manager  
workforce to track and manage project lifecycle

• Identify gaps in project and portfolio management and develop specific plans 
to close them and drive performance 

Goal 3:  Provide continuous education for our federal and  
contractor staff

Key Performance Indicator:

Assessment of training materials and opportunities available to NNSA  
OCIO staff
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Objectives:

• Compile a list of the cybersecurity training programs and materials available 
across the NNSA Enterprise to gain an understanding of how the workforce is 
currently being trained

• Identify how training is mapped to policy and legislation to understand  
requirements driving training activity

• Develop training curriculum to address learner needs and  
policy requirements

• Transition to an Enterprise Learning Management System (LMS) solution to 
effectively disseminate and track training completed by NNSA employees

• Ensure that federal employees are including training in annual individual 
development plans to foster a culture of continual improvement 

Goal 4:  Ensure that federal staff understands how to effectively  
manage contract staff as program/project oversight in an official  
capacity as Contracting Officer Representatives (CORs) and/or  
Task Monitors (TMs)

Key Performance Indicator:

Assessment of contractor monthly status report

Objectives:

• Ensure an adequate number of federal employees have COR and/or TM  
certification to effectively manage NNSA OCIO contract activities

• Mandate that CORs and TMs complete annual COR with a Mission Focus  
refresher training to equip staff with the knowledge to appropriately manage 
contractor staff activities 

2.2 Governance and Oversight

Strong IT governance and oversight assures that NNSA is making the most out 
of its IT and cybersecurity budget to deliver a robust, secure set of tools.  The 
Review Oversight Committee (ROC) is the primary decision making body  
employed to ensure that NNSA has efficient IT project management and  
oversight.  The ROC uses mature project management processes to gain  
efficiencies and improve customer and stakeholder engagement across the  
enterprise.  Effective IT governance empowers program offices to make  
decisions about their IT requirements, while providing guidance and support to 
ensure their success.

The Federal IT Acquisition Reform Act (FITARA) specifically identifies the DOE 
OCIO and NNSA OCIO responsibilities to approve, oversee, and report IT  
spending across the NSE giving the NNSA OCIO ownership and oversight over 
NNSA Federal IT.  This means that IT procurements will be centrally tracked and 
approved in an effort to reduce redundancies and ensure that security,  
monitoring, and overall integrity are core tenets of all IT purchases.  The ROC 
process is an integral piece of the NNSA governance model and enterprise  
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architecture, and contributes to the effectiveness of that model.  Through 
FITARA and the ROC, NNSA seeks to converge IT spending and ownership of 
Enterprise IT tools and systems. 

2.3 Financial Mangement

The NNSA OCIO creates and maintains a healthy operational budget to  
efficiently spend and successfully achieve its mission.

The DOE receives appropriated funds that are congressionally mandated to 
support NNSA OCIO’s annual requirements for Cybersecurity, Enterprise Secure 
Computing, Technology Application Development, and Federal Unclassified 
Information Technology to the NNSA enterprise.  This funding enables the  
procurement of software, hardware, labor, services, applications, systems,  
projects, and the required security to fulfill the NNSA OCIO Mission.

The NNSA OCIO will create a Financial Management Framework (FMF) that 
contains the necessary processes and guidance to allow the proper control of all 
funds disbursed through the internal NNSA OCIO Program Execution  
Guidance (PEG); Cost Accounting Principles; and Planning, Programming,  
Budgeting and Evaluation (PPBE) processes.  The FMF will document clear,  
consistent, and visible processes that allow the efficient use of funding, in order 
to fulfill the responsibility of being accountable to the NSE in addition to being 
good stewards of tax payer dollars.

The NNSA OCIO operates as an enterprise cost center, and works with the ROC 
to evaluate the acceptability of projects that provide value to the organization 
within the NA-IM budget.

Program funding is executed through three main mechanisms to support the 
NNSA mission:

• Approved Funding Programs (AFPs) provide Program dollars to Management 
and Operations Contractors and NNSA element partners through  
work authorizations

• Funding memos enable the exchange of money between DOE and  
NNSA organizations

• Requisitions enable mission support funding through established  
contract vehicles

NNSA OCIO employs a strategy that recovers costs from services provided to 
other organizations to include continuous monitoring, classified operations, 
network deployment, PKI/CSP, and other services provided through the mission 
support contractors funded by the program. 

2.4 Metrics

NNSA operational readiness is at the forefront of our program mission and is 
what allows us to reach our goals.  Ensuring we maintain confidentiality,  
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integrity, and availability of our systems is critical to NNSA mission success. 
We will use standard based metrics to ensure that we are making continuous 
improvements in IT and cybersecurity to contribute to the overall success of the 
NNSA.  Operations reports fed by data analysis give NNSA leadership and those 
with a stake in IT and cybersecurity operations a snapshot of the condition of 
the infrastructure and equipment longevity.  Monitoring the condition of our 
infrastructure allows us to identify our strengths and recognize our weaknesses, 
providing the opportunity to improve the NNSA IT and cyber environment.

Transparency with our customers, leaders, and stakeholders encourages a 
dialogue that helps NNSA OCIO understand what success looks like to the NSE.  
Through this communication we are able to better manage costs and priorities 
by focusing on desired and required performance metrics.  These basic tenants 
are focused on improving enterprise performance by measuring and improving 
our own performance.

Figure 1 - NA-IM uses  
dynamic data analysis software 
to manage program resources 
and monitor network availability 
and health to ensure the NNSA 
mission is supported.
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3.1 Services & Processes

NNSA readily acknowledges an enterprise-wide need to continuously improve 
IT and cybersecurity services.  The NNSA IT Service Improvement Model focuses 
on delivering flexible, scalable, financially sustainable, and secure unclassified IT 
services that meet the needs of our customers.  All NNSA IT services fit into one 
of four disciplines:

• Cybersecurity
• Unclassified and classified computing
• Information technology
• Technology development 

We will use industry best practices to guide NNSA through its major IT  
investments, projects, and initiatives.
 
Through regular communication with our leadership; DOE IT organizations; our 
partners in the labs and field; and associates across the federal IT space, NNSA 
has identified an opportunity to push modernization efforts to implement a 
true service broker model that will leverage managed services.  Building on past 
organizational successes to modernize and strengthen an aging infrastructure, 
the NNSA OCIO will push forward to find new and innovative ways to consume, 
leverage, share, and safeguard information.  Our focus on a managed service 
model will not only enable the NNSA to take advantage of new and emerging 
technologies but will also help us maximize our budget and resources.  The 
model also presents ample opportunities to participate in economies of scale 
and rely on industry's rapid development and testing practices to ensure we are 
using secure and modern technology. 

3.2 Development and Procurement

An important component in this plan is that NNSA OCIO must implement,  
coordinate, facilitate, and manage a successful IT development and  
procurement program.  This effort will incorporate strategic sourcing initiatives, 
procurement support, procurement oversight, program support, and ensure 
compliance with good business practices and applicable regulations and policies 
through oversight reviews.

NNSA OCIO's implementation of these strategic plan initiatives, coupled with 
the sound execution of procurement operations, will enable success and  
directly support the overall NNSA mission and goals.  A sound procurement  

3. Information Technology & Cybersecurity 
    Solutions
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strategy within the NNSA OCIO includes:

• Research and planning to add value to sourcing, implementation, and results
• Collaborative efforts across the enterprise to strengthen solutions,  

productivity, and efficiency
• Governance and project management to ensure delivery is on schedule, on 

budget, and to specification

• Accountability and transparency to identify and manage challenges
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4. Strategic Partnerships
NNSA OCIO will partner with all of our stakeholders to ensure that resources 
and challenges are identified.  Our organization affords us with unique  
opportunities to leverage the ground breaking research and science occurring 
within our national laboratories and plants.  We will likewise strive to help our 
colleagues within the NNSA programs and labs; the Department; and Federal 
Government to achieve mission success in their respective areas where possible.

NA-IM partnerships are an important part of providing a foundation for our 
organization, and others, to learn, grow, and drive success.  They are especially 
important in the federal space and contribute to nuclear stockpile assurance, 
non-proliferation, and national security.
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Enhancing the IT environment increases our capacity to support an  
ever-evolving and ever -expanding set of NNSA mission priorities and defend 
against adversarial threats.  It is important that we renew our commitment to 
consolidate and enhance the IT and cybersecurity services we provide to the 
mission user and stakeholders to maintain this capability.

We will strive to continue delivery of IT and cybersecurity modernization efforts 
for long-term program implementation and success.  These efforts will  
transform the NNSA's ability to manage the full lifecycle of the nuclear stockpile 
and ensure nuclear security goals.  The principles, goals, and objectives  
identified in this plan support the NA-IM vision and provides leadership an  
opportunity to measure achievement and overall IT success.

5. Conclusion
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